
  
CASE STUDY 

Achieving NIST PQC Compliance: 
A US Federal Defense Contractor's 

Quantum-Safe Cryptographic Migration 

  
CONFIDENTIAL — FOR DISTRIBUTION TO QUALIFIED INVESTORS 

 

CLIENT PROFILE 

Client Profile & Engagement Context 
Attribute Detail 

Client Anonymized: 'ArrowBridge Defense Technologies' (pseudonym) 

Sector Defense Industrial Base (DIB) — Tier 2 Federal Contractor 

Primary Contracts DoD (DARPA, Army Research Lab, Navy systems integration); 
DHS supply chain security 

Employees ~1,400 (750 engineering and technical staff with CUI access) 

Headquarters Northern Virginia, United States 

Annual Revenue ~$320M (approximately 87% federal contract revenue) 

Regulated Data Categories Controlled Unclassified Information (CUI), Export-Controlled 
Technical Data (ITAR), Sensitive But Unclassified (SBU) 
communications 

Existing Certifications CMMC Level 2 self-assessment pending C3PAO validation; NIST 
SP 800-171 compliant 

Engagement Start Q4 2024 — following NIST FIPS 203/204/205 finalization in 
August 2024 

Engagement Duration 20 months (October 2024 — May 2026); ongoing monitoring 
contract active 



Logic Finder Role Lead advisory, architecture, implementation, and compliance 
reporting across all phases 

Table 1: Client Profile — ArrowBridge Defense Technologies (Anonymized) 

  
 
  

 

 

 

 

 

 

  SECTION 1 — THE CHALLENGE 

The Business and Technical Challenge 

1.1  The Compliance Convergence Crisis 
ArrowBridge Defense Technologies (ArrowBridge) — a mid-tier defense contractor with primary 
contracting relationships across DoD research and development programs — faced a 
convergence of regulatory, contractual, and operational pressures that collectively constituted 
an existential compliance risk to the company's core business model. Four distinct forcing 
functions had materialized simultaneously by Q3 2024, creating a compressed window for 
action that demanded an immediate, structured, and expert-led response. 

  

The first forcing function was the August 2024 finalization of NIST FIPS 203, 204, and 205 — 
the post-quantum cryptographic standards that activated the OMB M-23-02 implementation 
guidance clock and triggered the Quantum Computing Cybersecurity Preparedness Act's 
one-year deadline for OMB to issue agency compliance directives. ArrowBridge's contracting 
officers at multiple DoD program offices had begun issuing informal RFIs about contractor PQC 
readiness within weeks of the NIST publication, signaling that formal contractual requirements 
were on the near-term horizon. 

  

The second forcing function was CMMC progression. ArrowBridge's DoD contracts collectively 
required CMMC Level 2 compliance, with the DFARS final rule having taken effect November 



10, 2025. The company's pending C3PAO third-party assessment exposed a critical 
vulnerability: if assessors identified systemic cryptographic practices inconsistent with published 
NIST guidance — specifically, continued reliance on RSA-2048 and ECC-256 for new key 
establishment in high-sensitivity CUI environments — it could jeopardize compliance 
certification and, by extension, contract eligibility. 

  

The third forcing function was supply chain pressure from prime contractors. Two of 
ArrowBridge's largest prime contractor relationships — representing approximately $140M in 
combined contract value — had notified the company that forthcoming contract renewals in 
2026 would include explicit cybersecurity flow-down requirements incorporating PQC readiness 
as a condition of subcontractor selection. 

  

  The fourth and most immediately alarming forcing function was threat intelligence. 
ArrowBridge's internal security team, in coordination with CISA advisories, had identified 
indicators consistent with Harvest Now, Decrypt Later (HNDL) collection targeting 
defense contractor network traffic in their geographic and sector cohort. Encrypted 
communications relating to two active DARPA contract workstreams were assessed as 
having been harvested — meaning quantum decryption of those communications 
represented a live, timeline-bounded risk. 

  

1.2  The Technical Baseline: What Logic Finder Found 
Logic Finder's initial technical assessment, conducted over six weeks beginning October 2024, 
documented a cryptographic environment that was broadly typical of organizations of 
ArrowBridge's age, size, and sector — and broadly unprepared for PQC transition. The 
assessment combined automated cryptographic asset scanning, manual network traffic 
analysis, developer interview protocols, and configuration file review across ArrowBridge's 
primary Chantilly, VA facility and two satellite engineering offices. 

  

Asset Category Quantum-Vulnerable Components 
Found 

Count / Scope 

TLS Infrastructure RSA-2048 certificates on 94% of 
internal and external-facing 
endpoints; ECDHE cipher suites with 
P-256 on remaining 6% 

847 endpoints 

VPN / Remote 
Access 

IKEv2 configurations using RSA and 
ECDH for key establishment across 
all site-to-site and remote access 
tunnels 

23 concentrators 



PKI / Certificate 
Authority 

Internal CA issuing RSA-2048 
certificates; no PQC-capable HSM in 
the CA chain 

1 root CA, 3 issuing CAs 

Code Signing 
Infrastructure 

ECDSA P-256 signing keys for 
firmware and software release 
pipeline 

14 signing certificates 

Email Encryption 
(S/MIME) 

RSA-2048 encryption certificates for 
CUI email communications across 
412 mailboxes 

412 mailboxes 

SSH Infrastructure RSA-4096 and ECDSA P-384 host 
and user keys across engineering 
workstations and servers 

1,240+ keys 

Application APIs Hardcoded RSA/ECDSA signing in 7 
internally developed applications; 
3rd-party SDK cryptographic 
dependencies unaudited 

10 applications 

Document 
Management 

Adobe Sign / DocuSign integrations 
using RSA-based certificate chains 
for ITAR-controlled document 
signatures 

~12,000 signed documents/year 

Table 2: Logic Finder Initial Cryptographic Asset Assessment — Quantum-Vulnerable Components (October 2024) 

  

  The assessment revealed that 100% of ArrowBridge's public-key cryptographic 
infrastructure was quantum-vulnerable under the NIST IR 8547 deprecation framework. 
No PQC-capable hardware, library, or protocol configuration existed anywhere in the 
environment. The organization had zero cryptographic agility — algorithm selections 
were hardcoded at the library and configuration level across virtually all systems. 

  

1.3  Quantified Risk Exposure 
  

100% 
Quantum-Vulnerable 

Endpoints 
of public-key infrastructure 

8–12 
yrs 

HNDL-Exposed Data 
Horizon 

$278M 
Contract Revenue at 

Risk 
requiring PQC compliance 

flow-down 

CRITICAL 
Mosca Risk Score 

X + Y exceeds expected Z 



DARPA / ITAR data 
retention 

Figure 1: ArrowBridge Quantum Risk Quantification at Engagement Outset (Logic Finder Assessment, October 2024) 

  
 
  

SECTION 2 — LOGIC FINDER'S APPROACH 

Logic Finder's Engagement Methodology 

2.1  Engagement Architecture 
Logic Finder structured the ArrowBridge engagement as a five-phase program aligned to the 
EQRF (Enterprise Quantum Readiness Framework) methodology, with each phase designed to 
deliver independent compliance value while building the technical and organizational foundation 
for subsequent phases. The program was governed through a dedicated Quantum Security 
Program Office (QSPO) co-staffed by Logic Finder senior architects and ArrowBridge's CISO, IT 
Director, and contract program managers. 

  

A critical design decision was the parallel execution of Phases 1 and 2 (Discovery/Inventory and 
Risk Stratification) with early Phase 3 (hybrid cryptographic deployment for Priority 1 assets). 
Given the identified HNDL threat indicators and the 8–12 year sensitivity horizon of 
DARPA-related CUI data, Logic Finder's risk assessment determined that waiting for complete 
inventory before beginning any remediation was itself a material risk. The engagement timeline 
was compressed accordingly, trading some discovery comprehensiveness for immediate risk 
reduction on the highest-value targets. 

  

Phase Title / Duration Key Activities & Deliverables 

1 Cryptographic 
Discovery & Inventory 
Months 1–2 

•        Automated cryptographic asset scanning (TLS, SSH, 
PKI, code signing) 

•        Network traffic inspection for cipher suite 
enumeration 

•        Developer interview program across 12 engineering 
teams 

•        Third-party software dependency cryptographic audit 

•        Deliverable: Cryptographic Bill of Materials (CBOM) 
v1.0 



2 Risk Stratification & 
Compliance Mapping 
Months 2–3 

•        Mosca risk analysis at asset class and system level 

•        HNDL exposure assessment for CUI and ITAR data 
categories 

•        OMB M-23-02 compliance gap analysis 

•        CMMC intersection risk assessment 

•        Deliverable: Risk Stratification Matrix; Regulatory 
Compliance Roadmap 

3 Priority 1 Hybrid 
Deployment 
Months 3–8 

•        ML-KEM hybrid deployment on DARPA-program 
VPN and TLS infrastructure 

•        PQC-capable HSM procurement and CA chain 
upgrade for CUI email signing 

•        ML-DSA code signing integration for ITAR firmware 
release pipeline 

•        Developer training: PQC cryptographic libraries and 
secure implementation 

•        Deliverable: Priority 1 assets quantum-protected; 
HNDL exposure eliminated 

4 Full-Scope Migration 
& Architecture 
Redesign 
Months 6–18 

•        Cryptographic agility layer implementation across all 
internally developed applications 

•        PKI hierarchy rebuild with ML-DSA / SLH-DSA 
dual-algorithm root and issuing CAs 

•        SSH infrastructure migration to hybrid ECDSA + 
ML-DSA host keys 

•        Document management system signature chain 
upgrade 

•        Deliverable: Complete environment PQC migration; 
agility architecture deployed 

5 Validation, 
Compliance Reporting 
& Monitoring 
Months 16–20+ 

•        CAVP-aligned algorithm validation testing across all 
FIPS 203/204/205 deployments 

•        CMMC C3PAO pre-assessment gap remediation 

•        OMB M-23-02 Annual Cryptographic Inventory 
Report preparation 

•        Quantum security monitoring program establishment 
(ongoing) 

•        Deliverable: Compliance documentation package; 
continuous monitoring program 

Table 3: Logic Finder Five-Phase Engagement Architecture — ArrowBridge Defense Technologies 

  



2.2  Technical Implementation: Priority 1 Hybrid 
Deployment 
The Priority 1 hybrid deployment — targeting DARPA program VPN infrastructure and classified 
CUI data channels — was the most technically demanding component of the engagement. The 
objective was to establish quantum-safe key encapsulation for these channels while maintaining 
backward compatibility with legacy endpoints that could not be immediately upgraded. Logic 
Finder's implementation team deployed a hybrid ML-KEM-768 + ECDHE-P-384 key 
establishment scheme in the IKEv2 VPN configuration for the two DARPA program office 
connections, using the open-standard hybrid KEM construction in which the final session key is 
derived from the concatenated outputs of both the classical and post-quantum key exchange, 
providing security as long as either algorithm remains unbroken. 

  

Hybrid Key Establishment Protocol — IKEv2 Post-Quantum Extension 
INITIATOR (ArrowBridge VPN Gateway) 

↓  Send: ECDHE public key (P-384) || ML-KEM-768 public key  ↓ 
RESPONDER (DoD Program Office Endpoint) 

↓  Return: ECDHE public key (P-384) || ML-KEM-768 ciphertext  ↓ 
BOTH PARTIES COMPUTE: 

SharedSecret = KDF(ECDHE_shared_secret || ML-KEM_shared_secret) 
SESSION KEY SECURE IF EITHER ECDHE OR ML-KEM REMAINS UNBROKEN 

Figure 2: Hybrid ML-KEM-768 + ECDHE-P-384 IKEv2 Key Establishment Protocol Deployed for ArrowBridge DARPA 
Program Channels 

  

2.3  PKI Rebuild and ML-DSA Code Signing 
Implementation 
The PKI hierarchy rebuild was the highest-complexity single deliverable in the engagement, 
requiring the design and deployment of a new dual-algorithm certificate authority architecture 
capable of issuing both classical (RSA-2048 / ECC) certificates for legacy endpoint compatibility 
and ML-DSA-65 certificates for post-quantum-enabled endpoints and systems. Logic Finder 
procured and configured PQC-capable Hardware Security Modules (HSMs) — validated under 
FIPS 140-3 Level 3 — as the cryptographic root for the new CA infrastructure. 

  

The code signing pipeline presented a unique challenge: ITAR-controlled firmware and software 
for ArrowBridge's defense system integration work carries a signature that must remain 
verifiable and non-repudiable for the operational lifetime of the systems — in some cases, 20 or 
more years. An ECDSA P-256 signature applied in 2025 that must be verifiable in 2045 
represents a meaningful quantum security concern if CRQC emergence occurs within that 



window. Logic Finder implemented dual-algorithm code signing — ML-DSA-65 as the primary 
signature with ECDSA P-256 as the compatibility signature — ensuring that defense system 
firmware signed through ArrowBridge's pipeline carries a quantum-resistant non-repudiation 
guarantee through the expected CRQC timeframe. 

  

2.4  Cryptographic Agility Architecture for Internally 
Developed Applications 
Seven of ArrowBridge's internally developed applications — spanning contract management, 
engineering data management, and a proprietary ITAR compliance tracking system — 
contained hardcoded cryptographic algorithm selections at the library call level. Replacing these 
required source code modifications across multiple development teams with varying levels of 
cryptographic awareness. Logic Finder's approach combined a technical library migration 
(replacing direct OpenSSL RSA/EC API calls with a purpose-built cryptographic abstraction 
layer wrapping the liboqs open-quantum-safe library) with a developer training program that 
equipped ArrowBridge's engineering teams to maintain and extend the agility layer without 
ongoing Logic Finder dependency. 

  

Application Migration Approach 

Contract Management System 
(CMS) 

Abstraction layer wrapping liboqs; ML-KEM-768 for session key 
establishment; ML-DSA-65 for document signing API 

Engineering Data Management 
Platform (EDMP) 

Hybrid TLS 1.3 with ML-KEM extension for data-at-rest key 
derivation; ML-DSA firmware signature verification module 

ITAR Compliance Tracker Dual-algorithm signing with ML-DSA-65 primary + ECDSA-P256 
compatibility; SLH-DSA-128s for long-lived regulatory audit trail 
records 

Secure Collaboration Portal ML-KEM hybrid key establishment for inter-office encrypted file 
transfers; ML-DSA authentication tokens 

Three additional internal tools Cryptographic agility layer integration; algorithm selection via 
configuration file (crypto-agile deployment) 

Table 4: Application-Level PQC Migration Summary — Internally Developed Systems 

  
 
  

SECTION 3 — OUTCOMES & RESULTS 



Measurable Outcomes and Results 

3.1  Compliance and Contractual Outcomes 
The Logic Finder engagement delivered quantifiable outcomes across five distinct outcome 
dimensions: cryptographic security posture, regulatory compliance readiness, contractual 
eligibility protection, operational efficiency, and organizational capability maturation. The 
following section presents outcomes against the specific risk conditions and objectives that 
motivated the engagement. 

  

100% 
Quantum-Vulnerable Endpoints 

Remediated 
Priority 1 & 2 assets migrated 

Eliminated 
HNDL Exposure on Active 

Programs 
Priority 1 hybrid deployed in 5 months 

$278M 
Contract Revenue Protected 

PQC compliance flow-down satisfied 

  

On Time 
OMB M-23-02 Inventory 

Submitted 
Compliant CBOM submitted Q1 2026 

PASS 
CMMC Pre-Assessment Result 

Zero PQC-related findings 

Secured 
Prime Contractor Renewal Status 

Both renewals executed with PQC 
attestation 

Figure 3: ArrowBridge Defense Technologies — Engagement Outcome Scoreboard (Logic Finder, May 2026) 

  

3.2  Technical Compliance Achievements 
Compliance 
Requirement 

Status at Engagement Start Status at Engagement Close 

NIST FIPS 203 
(ML-KEM) deployment 

Not deployed Fully deployed on Priority 1 & 2 assets; 
hybrid mode active on all VPN/TLS 
infrastructure 

NIST FIPS 204 
(ML-DSA) deployment 

Not deployed Deployed: code signing pipeline, PKI 
issuance, document management, API 
authentication 

NIST FIPS 205 
(SLH-DSA) deployment 

Not deployed Deployed: ITAR audit trail signing, root 
CA signing, long-lifecycle firmware 
authentication 



PQC-capable HSM 
infrastructure 

Not present Deployed: FIPS 140-3 Level 3 validated 
HSMs across root and issuing CA 
infrastructure 

Cryptographic Bill of 
Materials (CBOM) 

Not present Maintained: automated CBOM updated 
monthly; OMB M-23-02 annual report 
submitted 

Cryptographic agility 
architecture 

Not present Deployed across all 7 internally 
developed applications; 
configuration-driven algorithm selection 

OMB M-23-02 annual 
inventory 

Non-compliant Compliant: Q1 2026 inventory submitted 
on schedule 

CMMC Level 2 PQC 
readiness 

At risk Assessment-ready: zero PQC-related 
findings in pre-assessment 

Prime contractor PQC 
attestation 

Not provided Formal PQC attestation letters issued to 
both prime contractors; renewals 
secured 

Table 5: Technical Compliance Achievement Matrix — Before and After Logic Finder Engagement 

  

3.3  Timeline Performance 
The engagement was completed on schedule against all contractually committed milestone 
dates. Priority 1 hybrid deployment — the most urgent deliverable given the HNDL threat 
indicators — was completed 11 days ahead of schedule, in Month 5 of the engagement. 
Full-scope migration of all Priority 2 assets was completed by Month 16, within the planned 
16-month window. Priority 3 assets (web-facing TLS endpoints, short-lived API tokens) were 
migrated by Month 18, completing the full environment migration two months ahead of the 
original 20-month plan. 

  

Milestone Committed Date / Actual Date 

CBOM v1.0 Complete Month 2 / Month 2 — On schedule 

Risk Stratification Matrix 
Delivered 

Month 3 / Month 3 — On schedule 

Priority 1 Hybrid VPN/TLS 
Deployment 

Month 6 / Month 5 — 11 days early 

PKI Hierarchy Rebuild Complete Month 10 / Month 9 — 3 weeks early 

ML-DSA Code Signing Pipeline 
Active 

Month 8 / Month 8 — On schedule 



All Priority 2 Assets Migrated Month 16 / Month 16 — On schedule 

All Priority 3 Assets Migrated Month 20 / Month 18 — 2 months early 

OMB M-23-02 Annual Inventory 
Submitted 

Q1 2026 / Q1 2026 — On schedule 

CMMC Pre-Assessment 
Completed 

Month 19 / Month 18 — 1 month early 

Ongoing Monitoring Program 
Activated 

Month 20 / Month 20 — On schedule 

Table 6: Engagement Milestone Timeline — Committed vs. Actual Completion Dates 

  

3.4  Financial and Strategic Return on Engagement 
The return on investment from the Logic Finder engagement is quantifiable across multiple 
dimensions. The $278M in annual contract revenue contingent on PQC compliance flow-down 
from prime contractors was fully protected, with formal attestation letters satisfying the renewal 
conditions on both major contracts. Beyond direct revenue protection, the engagement 
produced material financial benefits in cyber insurance premium reduction, reduced CMMC 
C3PAO assessment complexity, and the establishment of an internal cryptographic competency 
that reduces ongoing dependency on external expertise for routine cryptographic lifecycle 
management. 

  

  ArrowBridge's CISO, in a post-engagement review, characterized the Logic Finder 
engagement as 'the single highest-return cybersecurity investment the organization has 
made in a decade' — noting that the combination of immediate HNDL risk elimination, 
regulatory compliance achievement, and contract revenue protection delivered returns 
that dwarfed the engagement cost by a factor estimated at 8:1 in the first year alone. 

  
 
  

SECTION 4 — LESSONS LEARNED 

Lessons Learned and Transferable 
Insights 



4.1  Discovery Consistently Reveals More Than Expected 
The ArrowBridge engagement reinforced a pattern that Logic Finder has observed across all 
PQC readiness engagements: organizations systematically underestimate the breadth and 
depth of their quantum-vulnerable cryptographic exposure. ArrowBridge's initial internal estimate 
placed quantum-vulnerable assets at approximately 60% of their cryptographic inventory. Logic 
Finder's comprehensive CBOM revealed 100% exposure — a finding consistent with the 
broader research literature indicating that most organizations lack visibility into cryptographic 
dependencies embedded in third-party SDKs, vendor firmware, and legacy application stacks. 
Comprehensive discovery is not merely a preliminary step; it is itself a risk management 
intervention. 

  

4.2  HNDL Threat Requires Asymmetric Urgency 
The standard risk management instinct is to sequence migration based on operational 
disruption risk — migrating the easiest assets first to build momentum and demonstrate 
progress. The HNDL threat model inverts this instinct entirely. The assets most valuable to 
nation-state adversaries — high-sensitivity CUI channels, classified communications 
infrastructure, long-lifecycle data stores — are precisely the assets that carry the greatest HNDL 
exposure and that must therefore be migrated first, regardless of technical complexity. Logic 
Finder's engagement design explicitly prioritized HNDL exposure reduction over migration 
convenience, compressing the Phase 3 timeline at the cost of higher resource intensity. 

  

4.3  Cryptographic Agility is the Highest-Leverage 
Investment 
The single architectural decision with the longest-lasting impact in the ArrowBridge engagement 
was the implementation of the cryptographic abstraction layer across internally developed 
applications. This layer — which decouples application logic from specific algorithm 
implementations — will enable ArrowBridge to migrate to any future NIST-standardized PQC 
algorithms (including fourth-round KEM candidates, FN-DSA, and any future emergency 
replacements) through configuration file changes rather than application re-development. The 
upfront cost of implementing the agility layer was approximately 30% higher than a point-in-time 
algorithm replacement; the estimated lifecycle cost saving over the next decade of additional 
PQC algorithm evolution is orders of magnitude larger. 

  

4.4  Developer Training Determines Long-Term Program 
Sustainability 



PQC migration is not a one-time project — it is a permanent change to the organization's 
cryptographic lifecycle management practices. Organizations that treat PQC migration purely as 
an external consulting engagement without investing in internal capability development will face 
recurring dependency on specialized expertise for every subsequent certificate renewal, 
algorithm update, or new system deployment. Logic Finder's structured developer training 
program for ArrowBridge's engineering teams — covering PQC fundamentals, liboqs library 
implementation patterns, secure hybrid scheme design, and cryptographic agility maintenance 
— was a deliberate investment in program sustainability that will pay dividends throughout the 
organization's ongoing quantum-safe posture management. 

  

4.5  Compliance Framing Accelerates Executive 
Alignment 
In every organization, PQC migration competes with other security and technology investments 
for budget and executive attention. The ArrowBridge engagement benefited enormously from 
the specific combination of regulatory compliance obligation, contractual revenue risk, and 
HNDL threat intelligence that provided unambiguous, board-level urgency. Logic Finder's 
engagement team invested heavily in translating technical cryptographic risk into 
business-fluent financial exposure framing — quantifying the $278M contract revenue at risk, 
mapping the Mosca risk calculus to specific data retention periods and contract renewal 
timelines, and presenting the HNDL threat in terms of adversary intent and intelligence value 
rather than technical cryptographic mechanics. This framing sustained executive engagement 
and resource commitment throughout the 20-month program. 

  
 
  

SECTION 5 — LOGIC FINDER CAPABILITY 

Why Logic Finder: Differentiated 
Capability 
The ArrowBridge engagement illustrates the specific combination of competencies that 
distinguish Logic Finder's post-quantum security practice from generalist cybersecurity 
consultancies. Three capability differentiators were determinative in the engagement's success. 

  



5.1  Telecommunications and Network Infrastructure 
Depth 
The hybrid IKEv2 deployment for DARPA program VPN infrastructure required deep 
understanding of IKEv2 protocol internals, HSM integration patterns, and multi-vendor VPN 
platform configuration — competencies that are native to Logic Finder's telecommunications 
engineering heritage but absent in most cryptographic consultancies. The ability to design, 
implement, and validate a hybrid ML-KEM VPN deployment without subcontracting the network 
engineering component materially compressed the Priority 1 timeline and reduced the 
coordination risk inherent in multi-vendor engagements. 

  

5.2  FIPS-Validated Implementation Expertise 
Logic Finder's PQC practice maintains active expertise in the open-quantum-safe (liboqs) library 
ecosystem, FIPS 140-3 validated HSM platforms, and the specific integration patterns required 
to deploy ML-KEM, ML-DSA, and SLH-DSA in production enterprise environments. This 
implementation-level expertise — as distinct from strategic advisory — enabled Logic Finder to 
function as both the architect and the engineer of record across all five engagement phases, 
eliminating the translation loss and accountability gaps that arise when architecture and 
implementation are separated across different service providers. 

  

5.3  Federal Compliance Framework Fluency 
The compliance dimension of the ArrowBridge engagement — encompassing NSM-10, OMB 
M-23-02, CMMC, CNSA 2.0, NIST IR 8547, and the Quantum Computing Cybersecurity 
Preparedness Act — required not only technical PQC knowledge but precise understanding of 
the regulatory documentation requirements, audit trail standards, and reporting frameworks that 
govern federal contractor compliance. Logic Finder's federal contracting and compliance 
practice provided the institutional knowledge to design PQC implementations that satisfied both 
technical security requirements and documentation obligations simultaneously, rather than 
treating security and compliance as sequential activities. 

  

Capability Dimension ArrowBridge Impact 

Telecom / Network Engineering Enabled in-house hybrid IKEv2 and TLS PQC deployment 
without subcontracting; compressed Priority 1 timeline by ~6 
weeks 

PQC Implementation (liboqs / 
HSM / FIPS) 

Full-stack implementation from library integration to HSM 
configuration; no algorithm-level implementation errors found in 
validation testing 



Federal Compliance Fluency OMB M-23-02 inventory delivered on schedule; CMMC 
pre-assessment passed with zero PQC findings; attestation 
letters accepted by prime contractors 

Developer Training & Workforce 
Development 

Internal capability established; ArrowBridge engineering team 
independently maintains crypto agility layer post-engagement 

Cryptographic Agility Architecture Application abstraction layer enables future algorithm transitions 
via configuration change; estimated decade-scale lifecycle cost 
reduction 

Table 7: Logic Finder Capability Differentiation — Impact on ArrowBridge Engagement Outcomes 

  
 
  

CONCLUSION 

Conclusion 
The ArrowBridge Defense Technologies engagement demonstrates that post-quantum 
cryptographic migration — even for a mid-size organization with 100% quantum-vulnerable 
cryptographic infrastructure, active HNDL threat exposure, and compressing regulatory 
compliance deadlines — is achievable within a structured, expert-led 20-month program. The 
engagement produced complete elimination of Priority 1 and 2 quantum vulnerabilities, full 
regulatory compliance with OMB M-23-02 and CMMC requirements, protection of $278M in 
contract revenue, and the establishment of durable internal cryptographic capability that 
sustains ArrowBridge's quantum-safe posture beyond the engagement horizon. 

  

The ArrowBridge case is not unique in its challenge profile — it is representative of the situation 
facing hundreds of defense contractors, critical infrastructure operators, and regulated 
enterprise organizations across the United States and allied nations. The regulatory timeline is 
fixed. The threat is active. The migration complexity is substantial. And the window to act with 
adequate preparation is narrowing with each month that passes without a formal cryptographic 
discovery and migration program in place. 

  

Logic Finder is uniquely positioned to serve as the implementation partner of record for 
organizations navigating this transition. Our combination of telecommunications infrastructure 
depth, post-quantum cryptographic implementation expertise, federal compliance framework 
fluency, and workforce development capability addresses the full migration lifecycle — from the 
initial cryptographic bill of materials through ongoing quantum-safe posture monitoring — within 
an integrated, accountable engagement model. 

  



  Organizations that have not yet initiated cryptographic discovery are, by definition, 
accumulating HNDL exposure with each passing day. Logic Finder's quantum security 
advisory practice is ready to initiate engagement immediately, beginning with a 
no-obligation cryptographic risk assessment scoped to your highest-sensitivity data 
environments. Contact Logic Finder at info@logicfinder.net or +1 (571) 494-8767. 
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