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Executive Summary 

 
This document is focused on Post-Quantum Cryptography (PQC). The goal of it is to get an idea 

about what's going on in the industry now along with why it matters, and what message it 

conveys for the organisations that need to start thinking about migration. 

 

Gist of it is that the quantum computers will have the ability to bypass the encryption that 

safeguards majority of the digital communication today. Researchers have known about this risk 

for a time now, so it's not something entirely new. It all changed back in 2024 when National 

Institute of Standards and Technology (NIST) finally made the official replacement standards 

public. Therefore, the "we'll deal with it when it comes to that" approach now has a ticking clock 

above its head. 

 

The reason that makes this more urgent than most people realise is something called Harvest 

Now, Decrypt Later which basically means collect now and misuse later. Attackers don't need a 

quantum computer today to start taking advantage of this. They are already collecting encrypted 

data and storing it, with the plan to decrypt it once the quantum computers catch up. For any 

organisation dealing with sensitive data on daily basis which needs to stay private for the next 

10 to 15 years, this is already a problem for the present not future. 

The three standards which were published by NIST in August 2024 are FIPS 203, FIPS 204, 

and FIPS 205. They cover key exchange and digital signatures, which are the two primary 

things that need to be replaced. The technical base is now in place. A lot of the problems come 

from the fact that most companies don't know how to move. 

 

 

             

             

             

       



Introduction: What Is Post-Quantum Cryptography? 

 
Before diving deep into the danger and the standards and all of that, it's worth stepping back 

and explaining what PQC is, because the name is a bit confusing. It doesn't mean cryptography 

that runs on quantum computers. It means that it’s the cryptography which can withstand an 

attack from one. 

To understand why this is important, you need to know how modern encryption works. HTTPS, 

VPNs, and digital signatures are all examples of security that protects the internet. They all work 

because some math problems are too hard for a regular computer to solve. The most important 

ones are figuring out how to break down very large numbers into their prime parts and how to 

solve the discrete logarithm problem. These are the building blocks of RSA, Diffie-Hellman, and 

Elliptic Curve Cryptography. It would take longer than the universe has been around for a 

classical computer to break 2048-bit RSA. That's what makes the encryption work. 

There is a big difference between quantum computers and regular computers. Not only do they 

run faster, but they also work on completely different physical principles. They use quantum bits, 

or qubits, which can represent more than one state at a time. Peter Shor, a mathematician, 

published an algorithm in 1994 that showed that a quantum computer with enough power could 

quickly solve both of those difficult math problems. When we say "efficiently," we mean hours, 

not billions of years. That's the main issue. 

So, PQC is the area of creating new cryptographic algorithms based on different types of math, 

ones that don't have any known efficient quantum algorithms yet. NIST had to look at a lot of 

candidates from around the world and do cryptanalysis for eight years to find and confirm the 

best ones. As a result of this experiment, 3 standards were made public back in August 2024, 

and these are the ones which businesses need to migrate to now. 

It should be kept in mind to that this approach doesn't work the same way with symmetric 

encryption like AES. Some attacks on symmetric encryption are faster with quantum computers, 

but the damage is smaller and can usually be fixed by using longer key sizes. The bigger 

problem that needs to be fixed is asymmetric cryptography. 



 

 

1. The Quantum Threat to Modern Cryptography 

 

1.1 What's Actually at Risk 

Asymmetric cryptography is everywhere. TLS, the protocol securing web traffic, uses it. VPNs 

use it. Email security uses it. Code signing uses it. Certificate authorities use it. Essentially 

anything that involves two parties exchanging information securely over an untrusted network is 

relying on the hardness of those two mathematical problems I mentioned above. 

Once a cryptographically relevant quantum computer, which researchers call a CRQC, exists 

and can run Shor's algorithm at scale, all of that infrastructure becomes insecure. Not gradually 

insecure. Suddenly insecure. That's a significant difference from most security threats, which 

tend to degrade gradually. 

Symmetric encryption, like AES, handles the quantum threat differently. There's an algorithm 

called Grover's that gives quantum computers a speedup on brute force search, which 

effectively cuts the security level of a symmetric key in half. AES-128 would drop to 64-bit 

equivalent security, which isn't enough. AES-256 drops to 128-bit equivalent, which is still 



considered acceptable. So, for symmetric encryption the answer is just to use longer keys. For 

asymmetric encryption, the algorithms themselves need to change. 

1.2 Harvest Now, Decrypt Later 

 

Why This Is Already a Live Problem 

The harvest doesn't require a quantum computer. Collecting and storing encrypted traffic at 
scale is feasible today for well-resourced state actors. The decryption happens later, once 
quantum hardware matures. Any data that needs to stay confidential for the next 10 to 15 
years is already exposed under this model. 

 

If we’re being honest then this is the part about PQC which gets underestimated the most. 

Every time there’s a conversation about quantum risk the focus is on what will happen once 

Cryptographically Relevant Quantum Computer (CRQC) arrives. But the attack doesn't begin 

when the quantum computer shows up. It begins now, with the data collection. 

The most obvious players in this scenario are nation-state intelligence services. Many nations 

can already intercept and retain large amounts of encrypted traffic. Because storage prices 

have significantly decreased, it is now possible to keep years' worth of acquired data. Some 

intelligence services claim that this kind of gathering is already occurring against important 

targets.  

The types of data which are most at risk are the ones with long sensitivity lifespans. For 

example, government communications, financial records, healthcare data, intellectual property, 

legal correspondence. If any of that is currently being protected only by classical asymmetric 

encryption and it also needs to stay private for more than a decade then the exposure has 

already started. 



 

1.3 When Might a CRQC Actually Exist? 

Honestly, I don’t think there is anybody that knows for certain about the timeframe and if anyone 

who claims that they do is probably just shooting an arrow in the dark. The timeframe which has 

been estimated is not fixed but varies quite a bit, from around 2030 if we’re being optimistic to 

2050 if we’re being honest with ourselves. From my research what I've come across is that they 

put the realistic range somewhere between 2033 and 2040, but there's no certainty in that as 

well because progress in qubit coherence and error correction is genuinely not something which 

can be predicted that easily. 

What holds more weight practically than a specific timeline is that NIST thought of the removal 

deadline of 2035 with the reality of time required for enterprise migration in mind. To be honest it 

takes years to move the cryptographic infrastructure of a whole organization. The date of 2035 

is not actually a guess about quantum hardware. It's a decision about how much time 

organizations would need to get ready to protect their data. 

Scenario Estimated Timeline 

Optimistic (rapid quantum 
advances) 

2030 to 2033 

Consensus estimate 2033 to 2040 

Conservative estimate 2040 to 2050 

NIST deprecation deadline 
(federal) 

2035 (formal policy) 

 



2. Core PQC Concepts and Algorithm Families 

 

PQC algorithms are built entirely on mathematical problems that are so complex that even 

quantum computers can't efficiently solve yet, at least not with any of the algorithms known to 

scientists. To understand the gravity of the situation we should look at how NIST spent eight 

years evaluating candidates from four main mathematical families. Three of those families 

produced the finalized standards known today. I have covered what each one involves below. 

 

 

 

 

2.1 Lattice-Based Cryptography 

This is the most important family to get understanding of because it sets the foundational basis 

for primary NIST standards. A lattice is actually a regular grid of points which are extending 

through very high-dimensional space, for example think about hundreds or even thousands of 

dimensions rather than the three we have been accustomed to. The security of lattice schemes 

originates from two problems that are so hard to solve even for quantum computers. 

 



The first is the Shortest Vector Problem: given a lattice, find the shortest non-zero vector in it. 

The second is something called Learning with Errors, where you have a system of linear 

equations that's been deliberately corrupted with small random noise, and the task is to recover 

the original secret. Both are considered computationally hard at sufficient dimensions, and 

there's no known quantum algorithm that changes that. 

 

The second NIST-standardized algorithms from this family, ML-KEM and ML-DSA, use a 

variant called Module Learning with Errors. This provides them with a good balance between 

strong security, manageable key sizes, and reasonable performance. Lattice-based schemes 

have the most mature security analysis of any PQC family at this time, which is also one of the 

primary reasons why NIST usually put them at the centre of the recommendations. 

 

2.2 Hash-Based Signatures 

Hash-based schemes vary a bit from the others in a sense that they get their security entirely 

from the properties of cryptographic hash functions rather than from number theory unlike 

others. Hash functions are already considered quantum-resistant because Grover's algorithm 

only gives a quadratic speedup against them, which you can make up for by using longer 

outputs. 

 

The NIST standard in this family is SLH-DSA, which was previously also known as SPHINCS+. 

It's a scheme that doesn’t have any state, which matters practically because earlier hash-based 

approaches required the signer to carefully keep track of how many signatures they had issued 

to avoid security concerns. SLH-DSA removes that concern. The con to this approach is that 

signatures are large in size, taking about up to 50 kilobytes at higher security levels, and signing 

is noticeably slower than ML-DSA. It's better thought of as a conservative backup option than 

the primary choice for most deployments. 

 

2.3 Code-Based Cryptography 

Code-based cryptography is built on the difficulty of decoding a random linear error-correcting 

code. This problem has been studied since the 1970s and has a nearly fifty-year track record of 

resisting attacks. The McEliece cryptosystem, proposed in 1978, is still unbroken. NIST 

evaluated a modernized variant called Classic McEliece as part of the standardization process. 

 

The problem with code-based schemes is key size. Classic McEliece public keys can exceed 

250 kilobytes, which is impractical for a lot of real-world environments. Anything bandwidth-



constrained, like IoT devices or mobile networks, would struggle with keys that large. Despite 

that limitation it's still relevant for high-security deployments where the long security track record 

matters more than efficiency. 

 

2.4 KEMs and Digital Signatures 

Before looking at the comparison table it's worth clarifying the two functional categories that 

PQC standards cover, because they serve different purposes and both need to be addressed in 

any migration. 

 

A Key Encapsulation Mechanism, or KEM, is how two parties establish a shared secret key over 

an insecure channel without transmitting the key itself. This is what replaces Diffie-Hellman and 

RSA key exchange in protocols like TLS. ML-KEM takes care of this. 

 

Primary goal of digital signatures is to ensure that what’s being received came from who it 

claims to come from and hasn't been tampered with. This is what is being used in code signing, 

certificate issuance, email authentication, and document signing. ML-DSA and SLH-DSA cover 

this. Both categories need to be migrated, and they have somewhat different implementation 

challenges. 

 

2.5 Algorithm Comparison 

 

Algorithm Type Security Basis Key / Sig Size 

ML-KEM (FIPS 203) KEM Module LWE (Lattice) ~800B pub key, ~768B 
ciphertext 

ML-DSA (FIPS 204) Signature Module LWE (Lattice) ~1.3KB pub key, 
~2.4KB sig 

SLH-DSA (FIPS 205) Signature Hash functions ~32B pub key, 8-50KB 
sig 

Classic McEliece KEM (candidate) Code decoding ~261KB pub key 

RSA-2048 (legacy) KEM / Signature Integer factoring ~256B pub key 

ECDSA P-256 (legacy) Signature Discrete log (ECC) ~64B signature 

 

The size increases if compared to legacy algorithms are real and should be taken seriously. Any 

system that assumes small keys or signatures at the protocol or hardware level might require 



more than just an algorithm change to it. That's one of the things that makes this migration 

complex and necessary. 

 

 

3. NIST Standardization Process and Timeline 

 

3.1 How the Process Worked 

Back in 2016, NIST started its PQC competition and it followed the same open-competition 

model they used for AES and SHA-3. Any research team in the world could submit an algorithm. 

NIST received 82 submissions from groups across 25 countries. Over four evaluation rounds 

spanning eight years, the global cryptography research community picked them apart, looking 

for weaknesses, and the ones that survived that scrutiny became the standards. 

 

It's worth noting that the process did catch real problems. Several algorithms that made it to late 

rounds were broken during the evaluation, which is exactly what you want from a public 

competition like this. The three that came through have been subjected to sustained analysis by 

the best cryptographers in the world. That matters when you're choosing what to trust long-term 

infrastructure to. 

 

 

 

 



3.2 The Three Finalized Standards 

 

Standard Description 

FIPS 203 (ML-KEM) Derived from CRYSTALS-Kyber. Primary standard for key encapsulation. 
The main recommendation for TLS and key exchange. 

FIPS 204 (ML-DSA) Derived from CRYSTALS-Dilithium. Primary standard for digital 
signatures. Recommended for code signing, certificate issuance, and 
authentication. 

FIPS 205 (SLH-DSA) Derived from SPHINCS+. Hash-based signature scheme with 
conservative security assumptions. Better used as a backup or in high-
assurance contexts where the mathematical conservatism matters. 

 

3.3 The Deprecation Timeline 

NIST published draft guidance under NIST IR 8547 that sets out a formal schedule for phasing 

out quantum-vulnerable algorithms. For federal agencies and contractors these are real 

deadlines. For the private sector they're the clearest available signal for where things are 

heading regulatorily. 

 

Date What Happens 

August 2024 FIPS 203, 204, and 205 finalized and published 

2025 to 2030 Hybrid deployment period. Run classical and PQC in parallel. 

2030 New systems must use PQC. Classical-only no longer acceptable for new 
builds. 

2035 RSA and ECC deprecated for all federal use cases 

Post-2035 Legacy algorithm support removed from approved lists entirely 

 

For private sector organisations not formally bound by these dates, financial services and 

healthcare regulators are already watching closely. The federal schedule is a reasonable proxy 

for where private sector mandates will likely land over the next few years. 



 

 

4. Industry Implications and Sector Use Cases 

 

Not all organisations face the same level of urgency here. It really comes down to three things: 

how sensitive the data is, how long it needs to stay confidential, and how deeply asymmetric 

cryptography is embedded in the existing infrastructure. The sectors below have the most 

immediate exposure on at least two of those three dimensions. 

 

4.1 Financial Services 

There are several ways in which banks and financial market infrastructure are exposed. The risk 
of the long-term financial records of the HNDL is genuine. Asymmetric cryptography that is 
susceptible is used in international wire transfers, interbank messaging using SWIFT, and 
settlement systems. To add to it, migration issue in financial services is truly a challenge due to 
the accumulation of legacy infrastructure over decades. 

 



The cryptography inventory exercise of a large bank can take months before some actual 
migration work begins. It has thousands of dependencies, internal API, hardware security 
modules and third-party integrations that the bank does not have control over. There are internal 
preparedness tests that have begun to be conducted by several central banks such as ECB. 
Significant payment networks are considering adopting PQC to sign transactions and 
authenticate. 

4.2 Government and Defence 

The most formally mandated area currently is government. To plan the migrations, the federal 
agencies in the US were instructed to conduct an inventory of cryptographic systems by signing 
the Quantum Computing Cybersecurity Preparedness Act in 2022. The CNSA 2.0 of the NSA 
specifies an even stricter deadline of classified systems: PQC implementation by 2030, five 
years before the overall federal deadline. 

 

The worst exposure to HNDL is found in the case of defence and intelligence. The operating 
hypothesis of the intelligence communities is that encrypted traffic that has been gathered 
during the last 10 years is already stored in adversary storage awaiting the quantum hardware 
to keep pace. It is not a hypothetical framing, but how these communities are thinking about the 
problem. 

4.3 Telecommunications and Cloud 

Telecom networks are used to transmit huge amounts of encrypted traffic and are a major 
source of bulk collection. Integration of PQC into 5G standards via 3GPP is underway. The 
hybrid PQC cipher suites are being added to TLS 1.3. Both Cloudflare and Google have put 
hybrid PQC into production which is in fact useful real-world evidence that these algorithms do 
scale. 

 

A single item to be specific with cloud providers: they have already published PQC roadmaps, 
and enterprise customers cannot count on their cloud provider doing this on their behalf. 
Cryptography of application layer, encryption keys that are managed by the customer and end 
to end encryption all involves action on the customer side. Migration of a cloud provider owning 
infrastructure does not migrate yours. 

4.4 Healthcare 

Healthcare is in a tricky situation. Requirements of 10 or more years to retain include the patient 
records, clinical trial data and/or genomic information, all of which fall in the HNDL window. The 
industry is also more likely to possess an incoherent legacy IT accumulated over the decades of 
mergers and acquisitions, making cryptographic stocktaking more challenging than in a less 
polluted setting. These resource limitations plus the traditional, historical, historical obstacles of 
security investment in the healthcare sector when compared to other sectors is a sector that is 
forced to change but has some actual structural impediments to undergoing changes. 
 

 

 



4.5 What the Technology Industry Is Actually Doing 

The technology industry has been more evolving than the majority of the others and it is more 
productive to see what they are doing on the ground rather than what the roadmaps indicate 
they are doing. The hybrid deployment is the pattern that is constant: run classical and PQC 
both and validate with real load then finish the transition. 
 

Organisation What They've Done 

Google ML-DSA integrated into Android Verified Boot and app signing. Hybrid 
PQC deployed in Chrome TLS. 

Cloudflare Hybrid PQC (X25519 + ML-KEM) running across global TLS 
infrastructure. Publishing real performance data. 

IBM Quantum-Safe Readiness Index published. Cryptographic discovery and 
remediation frameworks available through IBM Consulting. 

Apple PQ3 protocol deployed in iMessage for post-quantum forward secrecy. 

Signal PQXDH protocol combining X25519 and ML-KEM deployed for post-
quantum forward secrecy. 

 

5. Migration Complexity and Crypto-Agility 

 

Many organisations guess that the issue of PQC migration is primarily one of updating which 
algorithm a library calls. Practically it is much more complicated. To most enterprises, it is a 
multi-year initiative that brushes cryptographic discovery, architecture changes, hardware 
acquisition, compliance re-certification and training. Many of the sources of the complexity are 
different and it is worth clarifying all of them. 



 

 

 

 



5.1 Where the Complexity Actually Comes From 

 

• Invisible dependencies: Most organisations genuinely don't know where all their 
cryptographic dependencies are. RSA and ECC aren't just in the applications a team 
builds directly. They're in TLS libraries, authentication tokens, VPN configurations, 
database encryption, code signing pipelines, and third-party integrations that often aren't 
under direct control. A complete inventory is typically a multi-month exercise on its own 
before any migration work begins. 

• Size increases: The key and signature sizes of PQC algorithms are noticeably larger 
than their classical equivalents. ML-KEM ciphertexts are several times the size of RSA 
equivalents. SLH-DSA signatures can reach 50KB at higher security levels. Any system 
with tight packet limits, fixed-memory hardware, or embedded field length assumptions 
in its protocols may need architectural changes rather than just an algorithm swap. 

• Performance differences: Performance varies a lot depending on the algorithm and the 
context. ML-KEM is fast and works well for high-volume key exchange. SLH-DSA 
signing is considerably slower than ECDSA, which is a real problem for high-volume 
signing environments like certificate authorities. Performance testing under realistic 
conditions is necessary before committing to a migration approach. 

• Hardware lead times: Hardware has long procurement cycles. HSMs, smart cards, and 
cryptographic accelerators often need firmware updates or full replacement to support 
PQC algorithms. Getting the right hardware ordered, delivered, and deployed can take 
months to years, and that timeline doesn't compress easily. 

• Compliance constraints: Compliance-certified systems can't migrate until validated 
PQC implementations exist and the system itself has been re-certified. FIPS 140 
validation cycles alone can take 18 months or more. This creates hard sequencing 
constraints that can't be worked around by going faster. 

 

5.2 Crypto-Agility 

Crypto-agility is the idea that cryptographic algorithms should be modular and swappable 

without requiring large changes to the surrounding system. In a crypto-agile architecture, the 

algorithm is a configuration choice rather than something hardcoded into the application or 

protocol logic. You can change from RSA to ML-KEM, or from ML-DSA to whatever comes after 

it, without redesigning everything around it. 

 

For organisations that haven't built this in yet, doing so is the most important thing they can do 

before starting migration. It's also an investment that pays off beyond PQC. Any future 

cryptographic vulnerability, algorithm deprecation, or regulatory change becomes easier to 

respond to when the architecture is designed this way. Organisations that skip this step and 

migrate directly tend to find themselves repeating significant amounts of work each time 

something changes. 

 



Why Hybrid Deployment Is the Right Starting Point 

The suggested path of transition is running classical and PQC algorithms in a hybrid setting. 
An example of a hybrid TLS handshake would be X25519 plus ML-KEM-based handshake 
to set up a shared key. To compromise the session, an attacker must crack the two 
algorithms. This provides you with quantum resistance today and defends against any 
possible weaknesses of newer PQC implementations that are yet to undergo decades of 
real-world operation. 

 

6. LogicFinder: Capability Assessment and Strategic Position 

 

This section is meant to be an honest internal assessment rather than a positioning document. 

The goal is to be clear about what LogicFinder can actually deliver today, where the gaps are, 

and what building a credible PQC practice would realistically require. 

 

6.1 Where the Existing Capabilities Are Strong 

Since 2015, LogicFinder has been in business, specializing in telecommunications, networking, 
and cybersecurity consulting and workforce development. Some of those capabilities in place 
are directly aligned with what the clients require during early-stage PQC engagements. 

 

1. Depth of network infrastructure: Network infrastructure skills in 5G, SDN, and data centres 
are directly applicable to PQC migration in telecommunications, one of the top-priority sectors. 
Knowledge of protocol stacks on the network level is important to TLS migration and IPsec PQC 

integration. It is not a mere adjacent experience but true differentiation. 

2. Fractional CISO model: The Fractional CISO and strategy consulting model is well aligned 
with the initial stages of PQC work: cryptographic inventory, risk assessment and the 
development of a migration roadmap. These stages do not demand profound PQC 
implementation experience and where most of the client need is focused at the present time. 

3. Workforce development: The current cybersecurity training programmes represent a 
realistic infrastructure to deliver PQC education. One of the most obvious near-term revenue 
opportunities is training as organisations are beginning to realise the extent of what they are 
dealing with. The current content of bootcamp on cloud security and threat landscape is a 
strong foundation to be developed. 

4. Federal access: The current federal contracting relationships provide access to the segment 
of PQC mandates that are the most immediate and the most concrete. This will be the point of 
crystallisation of demand. 

6.2 Where the Gaps Are 

Telling the truth about this, especially when it comes to federal engagements in which clients 
will inquire technical detail. 

• Cryptographic engineering: Experienced in cryptographic engineering, i.e., practical 
experience in FIPS 140-3 certification, HSM integration of PQC algorithms, TLS library 



integration, and code-level security analysis, is not currently reflected in the service offering of 
LogicFinder. This is unnecessary when providing advisory work. Full-cycle implementation can't. 

• Discovery tooling: Enterprise PQC discovery engagements usually entail in-place automated 
scanning tools being deployed to chart cryptographic dependencies within large codebases and 
network settings. The knowledge of such tools as Crypto Discovery by IBM, Keyfactor, or Venafi 
are not listed in existing capabilities. 

• Certifications: PQC-specific credentials and certifications are becoming a competitive bid 
differentiator on federal bids. None are listed now. 

- Delivery track record: No existing PQC project delivery track record, so far. This can be 
explained by the fact that the market is still young, but this restricts the possibility of competing 
in deals where clients request case studies or references. 

6.3 A Realistic Path Forward 

With the capabilities being where they currently are, the most plausible near-term solution lies in 
the capability to be PQC readiness advisory and workforce development, rather than as full-
cycle implementation. That is actually a plausible stance as of now since the demand in the 
market at the stage focuses on discovery, planning and learning. Most enterprises are yet to 
realize their large-scale implementation (18 to 36 months). 

 

Area Recommended Action 

Cryptographic inventory Partner with or resell established tooling vendors like IBM or 
Keyfactor to run discovery engagements without building proprietary 
tooling from scratch 

Technical depth Hire or contract one senior cryptographic engineer to anchor 
technical credibility in client engagements 

Workforce development Build a dedicated PQC curriculum module for existing bootcamp 
programmes. Clearest near-term revenue opportunity. 

Federal positioning Use existing contracting relationships to pursue NIST IR 8547 
compliance advisory in agencies already under mandate 

Thought leadership Publish structured PQC research as client-facing content to 
establish visible expertise before the market gets more crowded 

 

 

 

 

 

 

 

7. Recommended Migration Roadmap 



 

No matter whatever the sector, the recommended approach for migration is to follow a 

consistent sequence. Organizations who are at different stages of maturity will enter this 

sequence at different points, but the ordering matters: attempting to implement PQC algorithms 

before completing an inventory will lead to incomplete migration and false confidence. 

Phase 1: Discovery and Inventory 

• Conduct a full cryptographic inventory across all applications, infrastructure, and third-
party dependencies 

• Classify each cryptographic use by algorithm, key size, and data sensitivity lifespan 

• Identify HNDL-exposed data categories: what sensitive data has been transmitted over 
classical encryption that should be treated as potentially compromised 

• Map dependencies on hardware cryptographic modules (HSMs, smart cards) that may 
require hardware replacement 

Phase 2: Architecture and Planning 

• Design crypto-agile architecture: abstract cryptographic operations behind replaceable 
interfaces 

• Prioritize migration based on sensitivity and exposure: start with the highest HNDL-risk 
data flows 

• Define hybrid deployment strategy for TLS and key exchange systems 

• Plan for hardware procurement lead times where HSM replacement is required 

Phase 3: Pilot and Validation 

• Implement hybrid PQC in a controlled environment for highest-priority systems 

• Validate performance under realistic load conditions, paying particular attention to 
signature size impacts 

• Test backward compatibility with endpoints that do not yet support PQC 

• Engage with FIPS 140-3 validated implementations for compliance-critical systems 

Phase 4: Full Migration and Monitoring 

• Roll out PQC migration across all systems according to the prioritized roadmap 

• Establish monitoring for cryptographic posture: track which systems have migrated and 
flag regressions 

• Track NIST and sector-specific regulatory timelines and adjust roadmap as standards 
evolve 

• Decommission classical-only cryptographic configurations as hybrid transition completes 

 

 

 

 



Conclusion 

 

To conclude this, I would say that PQC is the most important and necessary security transition 

since public-key cryptography became the backbone of the internet in the 1990s. The difference 

is that this one has a present dimension built into it through Harvest Now, Decrypt Later 

(HNDL). Those organisations who are handling long-lived sensitive data, the exposure isn't 

something that starts when a quantum computer arrives. It's already in motion and the danger is 

there. 

In my opinion the technical implementation of this is the more straightforward part. The work of 

NIST is finished and the standards are available. Moving will be the difficult bit organisational 

and engineering-wise, with the enterprise in most cases needing the bulk of the ten-year period 

between now and 2035. The sole right thing to do is to begin with a rightful inventory to make 

such a work realistic as opposed to a chaotic one. 

 

The opportunity is real to Logic Finder and also fits very well with the already existing strong 

points of telecommunications, federal advisory, and workforce development. The educational 

and advisory parts are available at the moment. Implementation will require a conscious 

capacity development. Being honest about that distinction is what makes the positioning 

credible rather than overstated. 

 

 

 

 

 

 

 

 

 

 

 

 

 



References 

1. NIST Post-Quantum Cryptography Standardization. https://csrc.nist.gov/projects/post-

quantum-cryptography 

2. NIST FIPS 203, 204, 205 (August 2024). https://csrc.nist.gov/pubs/fips/203/final 

3. NIST IR 8547 (Draft): Transition to Post-Quantum Cryptography Standards. 

https://csrc.nist.gov/pubs/ir/8547/ipd 

4. NSA CNSA 2.0 Cybersecurity Advisory. 

https://media.defense.gov/2022/Sep/07/2003071834/-1/-

1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF 

5. Cloudflare: Deep Dive into Post-Quantum Signatures. https://blog.cloudflare.com/post-

quantum-signatures/ 

6. IBM Institute for Business Value: 2025 Quantum-Safe Readiness. 

https://www.ibm.com/thought-leadership/institute-business-value/en-us/report/2025-quantum-

safe-readiness 

7. Google Security Blog: Post-Quantum Cryptography in Android. 

https://security.googleblog.com/2026/03/post-quantum-cryptography-in-android.html 

8. Apple Security: iMessage PQ3 Protocol. https://security.apple.com/blog/imessage-pq3/ 

9. Signal: PQXDH Key Agreement Protocol. https://signal.org/docs/specifications/pqxdh/ 

10. LogicFinder Services Overview. https://www.logicfinder.net/services-2/ 

11.  A Complete Guide to Post-Quantum Cryptography Standards. 

https://www.paloaltonetworks.com/cyberpedia/pqc-standards#what-is-the-role-of-hybrid-

cryptography-in-current-standards 

12. What Is Hybrid Cryptography? | The Bridge to Post-Quantum Security.  

https://www.paloaltonetworks.com/cyberpedia/what-is-hybrid-cryptography 

13. How Post-Quantum Cryptography Reinvents Cybersecurity For The Future. 

https://www.fortinet.com/resources/cyberglossary/post-quantum-cryptography 

https://www.logicfinder.net/services-2/
https://www.paloaltonetworks.com/cyberpedia/pqc-standards#what-is-the-role-of-hybrid-cryptography-in-current-standards
https://www.paloaltonetworks.com/cyberpedia/pqc-standards#what-is-the-role-of-hybrid-cryptography-in-current-standards
https://www.paloaltonetworks.com/cyberpedia/what-is-hybrid-cryptography

