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Implementation of Network Segmentation



Introduction:

Network Segmentation is the process where different parts of the network are separated by devices like
bridges, switches, and routers. This process can be applied to data centers. Firewalls do follow established
firewall rules but they do not fully protect digital assets. The benefits are limiting access privileges to those
who need them, protecting the network from cyberattacks, and boosting network performance by reducing
the number of users in certain zones. Network Segmentation is needed for everyone in the internal systems,
whether physical or virtualized to meet the needs of network security.

Firewalls can only do so much to protect digital assets and they can become quickly outdated. Static IP
addresses should be protected, and systems and services need to be isolated from one another to prevent a
breach, and where the threat actor will start stealing the business as well as customer data. Without network
segmentation, businesses are at risk when cyber attackers pass through the firewall. There is no substitute
for network segmentation and micro segmentation’s benefits will highly outweigh the upfront time cost.

Background:

In the past, our client’s network architect secured their network with parameters that divided the outside
world from the inside. Individuals within the parameter were considered safe and trustworthy and there
were little to no restrictions to access information. Therefore, insiders had inbred the source of breaches, or
when there was a penetrator who went past the penetration, cyberattackers were free to move into the
network to access any data, application, asset, or service.

With LogicFinder, we helped our customers to build their network structure using Software Defined
Networking (SDN). We also configure routers and switches to separate networks. With Active Directory
services, LogicFinder made sure to implement “least privilege access” to controlled users in the Active
Directory.

Customer Challenges:

e The users of an organization may have full access rights although they were not privileged on the
network.
Servers from different departments were not able to connect due to malware infiltration.
Physical security was at risk for a physical breach.

LogicFinder Solutions and Services:

For more than a decade, Logic Finder has strived for excellence in Networking, Data Centers, and Cyber
Security, leading the way in offering advanced, real-time detection of potential threats and active network
intrusions. Our aim is to add value to the cybersecurity and networking industry through high-quality
consultation, development, and training in the field of wireless technologies and cutting-edge
communication networks.



Solutions Provided to the Customer:

e Applied Network Zoning

LogicFinder worked together with the customers to plan and manage their requirements. The
company was required to implement network zoning. Our skilled engineers created different
departments and their security leveled through this process. In order to tackle the accessibility level
based on hierarchy and to prevent potential attacks that threatened the organization, we brought
through each end device of an employee and based on their roles in the organization, the access to
internal information had been restricted and their access level defined.

e Segmenting a Network to Protect Key Hosts

Our team decided to segment their network to protect key hosts from network intrusion. In doing
so we implemented security measures. The inventory of key hosts was compiled, along with any
necessary communications with them. We also restricted logical network connectivity to key hosts
to only those ports and protocols that were essential. After that, we applied intrusion prevention
and host-based antivirus to detect and quarantine identified malicious content.

e Segregating High-Risk Applications from a Network

After a detailed analysis, our team decided to segregate high-risk applications from the rest of the
network. By doing so, we implemented the necessary security measures to maintain business
requirements that reduced the risk of a successful network intrusion:

Security Flaws Detected:

1. Over-segmenting made management more difficult.
2. There was a requirement to perform regular audits.
3. No efficient mechanism was defined to defend against malicious attacks.
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