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Introduction 

This course introduces software defined networking, an emerging paradigm in computer networking that allows a 

logically centralized software program to control the behavior of an entire network. Separating a network's control 

logic from the underlying physical routers and switches that forward traffic allows network operators to write high-

level control programs that specify the behavior of an entire network, in contrast to conventional networks, whereby 

network operators must codify functionality in terms of low-level device configuration. Logically centralized network 

control makes it possible for operators to specify more complex tasks that involve integrating many disjoint network 

functions (e.g., security, resource control, prioritization) into a single control framework, allowing network operators 

to create more sophisticated policies, and making network configurations easier to configure, manage, troubleshoot, 

and debug. 

 

Goals 

Upon successful completion of the course, participants will be able to select, design, analyze, implement, and evaluate 

effective controllers for a number of different robotics platforms and applications. The course will enable you to 

design and write network security and management applications within the context of the new Software Defined 

Network (SDN) paradigm. 

 

Prerequisites 

Participants should: 

 Have taken at least an undergraduate-level networking course. 

 Have programming experience in Python. 

 Be able to write a simple client-server program in Python. 

 Proficiency with basic networking concepts and facility with configuring networking in Linux 

environments. 

 Experience with virtual machines and other virtual networking environments may also be useful. 

 

Supplemental Resources 

There are some useful videos available online; these might be a good starting point for many 

people: 

 Prof. Nick McKeown, Stanford 

"How SDN will Shape Networking" 

 Prof. Scott Shenker, Berkeley: 

"An attempt to motivate and clarify Software-Defined Networking (SDN)" 

(watch the first 35 minutes or so) 

You may find the additional reading useful for introductory material: 

 OpenFlow: Basic description of OpenFlow 

 Open Networking Foundation: For recent OpenFlow specifications, etc. 

 Mininet: Environment that allows you to emulate OpenFlow networks on a laptop. 



Courses you may want to take prior to this course 

 Introduction to Python 

 Introduction to Computer Networking 

Communication 

Please communicate with the instructor and staff via the online forums. Because there are so many students, it is not 

possible for us to respond individually to every question. 

Written language will be primary means of communication. As such, there can be miscommunication as there is no 

intonation in these written communications. Please be positive, supportive and constructive in your comments and 

forum postings. The course team reserves the right to delete comments that may be disrespectful to other students 

or not related to the course. 

 

Significant Features!  

- An understanding of SDN and OpenFlow concepts 

- An understanding of NFV concepts 

- Familiarity with SDN motivation, benefits, use cases, and applications 

- Familiarity with the basic SDN concepts: control plane, data plane, flow tables 

- An understanding of the relation between SDN and NFV 

- Experience with Open vSwitch, Mininet and Wireshark 

- An understanding of architecture and use cases of Calico and OpenContrail 

- Experience with Calico and OpenContrail 

 

 This course will cover 8 modules (one per week). 

Week 1 Module 1: History and evolution of SDN 

Week 2 Module 2: Control and data plane separation 

Week 3 Module 3: Control Plane 

Week 4 Module 4: Network Virtualization 

Week 5 Module 5: Data Plane 

Week 6 Module 6: Programming SDNs 

Week 7 Modules 7: Verification and Debugging 

Week 8 Module 8: Use Cases and Looking Forward 

 

  



Detailed Table of Contents: 

1. SDN Overview  

2. SDN Key Ideas  

3. Separation of Control & Data Plane  

4. Control Plane vs. Data Plane  

5. Centralized Controller  

6. Standard Northbound APIs for External Programming  

7. Network Service Chaining  

8. Evolution from Traditional to SDN Underlay Networks  

9. Enabling Technologies for SDN  

10. Logical Layers for SDN  

11. Types of SDN Networks  

12. Deployment View of Different SDN Networks  

13. Number of SDN Controllers! (AIC, OpenContrail, Contrail, ODL etc.) 

14. Introduction to Open vSwitch 

15. SDN Review  

16. OpenFlow 

a. OpenFlow Key Ideas  

b. Components of OpenFlow  

c. Definition of an Abstraction  

d. Datapath  

e. Port  

f. Queue & Tables  

g. Table  

h. Flow  

i. Match  

j. Instruction  

k. Action  

l. Group  

m. Meter  

17. OpenFlow Data Model  

a. Data Structure Introduction  

b. Packet Key  

c. Packet Context  

d. Packet Arrival  

e. Field Extraction  

f. Table Selection Flow Selection  

g. Instruction Execution  

h. Egress  Group Processing  

i. Protocol Overview  

j. Session Lifecycle  

k. Role Management  

l. Capability discovery  

m. Normal Operations Configuration  

n. Normal Operations Events  

o. Normal Operations Statistics  

p. State Modification  

18. OpenFlow Demonstration Part 1  

19. An understanding of NFV concepts 

 


